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The global policy and regulatory landscape for digital assets in 2023 saw more developments than any 
year prior. Given the continued rapid pace of innovation, 2024 has also seen many consultations and 
policy developments continue at pace. Notably, from the standard setters in the past couple months 
the following consultations and updates have been of note: 
Bank of International Settlements (BiS)
The BIS published a report detailing a joint project 
with the Bank of England (BoE) that focuses on 
monitoring the backing of stablecoins.  Project Pyxtrial 
would aim to provide analysis that could enhance the 
supervisory practices for stablecoins facilitate risk 
monitoring. 

The BIS also released a paper considering the risks 
related to operations and security, governance, legal, 
compliance (including money laundering/financing of 
terrorism) and settlement finality related to banks that 
transact on permissionless blockchains or similar 
distributed ledger technologies (DLTs). The paper 
notes that new risk management strategies and 
safeguards may be required and whole current 
practices for mitigating these risks remain in various 
stages of development, they feel that these practices 
have not been sufficiently tested under stress.

The BIS also released a paper 
about Artificial Intelligence (AI) 
and its impacts on the economy 
and central banks. The paper 
focuses on data availability, the 
role of central banks regarding 
monetary policy and financial 
stability, as well as how central 
banks themselves can use AI.

Related to this, the BIS also 
recently published a speech by 
Governor of the Bank of Canada, 
Tiff Macklem, on how AI will affect 
the global economy. Mr Macklem 
reflected on how AI and ongoing 
digitalisation will affect workers, 
consumers, the economy and 
inflation.

https://www.bis.org/publ/report_pyxtrial.pdf
https://www.bis.org/bcbs/publ/wp44.pdf
https://www.bis.org/publ/arpdf/ar2024e3.pdf
https://www.bis.org/review/r240924c.pdf
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The global policy and regulatory landscape for digital assets in 2023 saw more developments than any 
year prior. Given the continued rapid pace of innovation, 2024 has also seen many consultations and 
policy developments continue at pace. Notably, from the standard setters in the past couple months 
the following consultations and updates have been of note: 
Bank of International Settlements (BiS)
The BIS shared a paper on the financial 
stability implications of multifunction 
cryptoasset intermediaries (MICs). They 
noted that while most MICs have 
analogues in traditional finance, often in 
tradfi the services are not provided by 
the same entity or are provided only 
under significant restrictions or controls 
to prevent conflicts of interest and 
promote market integrity, investor 
protection and financial stability.

The BIS also published a speech from Dr 
Joachim Nagel, President of the 
Deutsche Bundesbank, on a digital euro. 
The speech covered benefits of CBDCs in 
digital payments and cross-border 
transactions.
 

The BIS also released some of their research 
related to quantum computing and the 
financial system. The paper explores the 
potential of quantum mechanics and its 
applications to the financial system, including 
the potential benefits as well as the main risks. It 
also discusses Project Leap, started by the BIS 
Innovation Hub, the Banque de France and 
Deutsche Bundesbank and aims to address 
potential risk related to quantum computing.

The Islamic Financial Services Board (IFSB)  
has IFSB published the Islamic Financial 
Services Industry (IFSI) Stability Report 2024. The 
report focuses on current market conditions, the 
landscape of crypto and digital assets, climate-
related financial risks and considerations for 
Islamic financial institutions. 

https://www.bis.org/fsi/fsisummaries/exsum_22202.htm
https://www.bis.org/review/r241014i.htm
https://www.bis.org/publ/bppdf/bispap149.htm
https://www.ifsb.org/press-releases/the-ifsb-issues-the-islamic-financial-services-industry-stability-report-2024/
https://www.ifsb.org/press-releases/the-ifsb-issues-the-islamic-financial-services-industry-stability-report-2024/
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The global policy and regulatory landscape for digital assets in 2023 saw more developments than any 
year prior. Given the continued rapid pace of innovation, 2024 has also seen many consultations and 
policy developments continue at pace. Notably, from the standard setters in the past couple months 
the following consultations and updates have been of note: 

International Monetary Fund (IMF)
The International Monetary Fund (IMF) released 
two papers on CBDCs. One paper explores data 
use and privacy protection for CBDCs including 
analysis on  interoperability, financial inclusion, 
innovation, transparency& trust in central bank 
money. The second paper concentrated on the 
cyber resilience  and analysed the cybersecurity 
issues implicit by specific CBDC design and 
technology choices as well as providing  an 
overview of requirements and best practices 
that are optimal for the digital money 
ecosystem.

The IMF also published a blog based on 
Chapter 3 of the IMF's recent Global Financial 
Stability Report, on advances in AI and the 
implications for capital markets. It considers the 
impact of AI transformation and makes policy 
recommendations.

Organisation for Economic Co-operation 
and Development (OCED)
The Organisation for Economic Co-
operation and Development (OCED) 
released a paper on the benefits and risks 
of AI, as well as assessing different 
regulatory approaches to AI in finance 
across 49 OECD and non-OECD 
jurisdictions.

OECD & Financial Stability Board (FSB)
The OECD & FSB have now published the
findings published the key findings from
their May 2024 roundtable. Findings
highlight that AI presents potential
efficiencies for supervision, risk modelling
&. Other areas alongside potential concerns
relating to data protection, governance,
privacy and ethics, as well as potential
financial stability risks.

https://www.imf.org/-/media/Files/Publications/FTN063/2024/English/FTNEA2024004.ashx
https://www.imf.org/-/media/Files/Publications/FTN063/2024/English/FTNEA2024003.ashx
https://www.imf.org/en/Publications/GFSR
https://www.oecd-ilibrary.org/docserver/f1498c02-en.pdf?expires=1726153573&id=id&accname=guest&checksum=65AC88A0B9CD4C126869A3FA1A04D6E5
https://www.fsb.org/2024/09/oecd-fsb-roundtable-on-artificial-intelligence-ai-in-finance-summary-of-key-findings/
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The global policy and regulatory landscape for digital assets in 2023 saw more developments than any 
year prior. Given the continued rapid pace of innovation, 2024 has also seen many consultations and 
policy developments continue at pace. Notably, from the standard setters in the past couple months 
the following consultations and updates have been of note: 

Financial Stability Board (FSB)
The FSB published a paper on the
Financial Stability Implications of
Tokenisation. The report analyses recent
developments in DLT-based
tokenisation, including the potential
uses of tokenised assets and their
interaction with the traditional financial
system. The report sets out the FSB’s
view that tokenisation could cause
several financial stability vulnerabilities
including liquidity and maturity
mismatch; leverage; asset price and
quality; interconnectedness; and
operational fragilities. The report reviews
the financial stability implications of
these identified vulnerabilities and sets
out considerations for the FSB and
relevant standard-setting bodies.

International Organization of Securities 
Commissions (IOSCO)
IOSCO published its final report on investor 
education in crypto-assets. The report 
summarises the results of their  survey which 
was circulated in autumn 2023  and focused on 
retail investor behaviour, demographics, and 
experiences with crypto-assets. The report 
highlights examples of regulatory changes and 
enforcement activity  since December 2020, 
and proposes specific investor education 
messages that IOSCO members may wish to 
consider when delivering education regarding 
crypto-assets in their local jurisdictions.

https://www.fsb.org/2024/10/the-financial-stability-implications-of-tokenisation/
https://www.iosco.org/news/pdf/IOSCONEWS742.pdf
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Passporting Regime Between VARA and the SCA
The Securities and Commodities Authority (SCA) signed a 
cooperation agreement with Dubai’s Virtual Assets Regulatory 
Authority (VARA) to bolster the UAE’s position as a leading 
global hub for virtual assets, in alignment with the ‘The 
Principles of the 50’ and the government’s visionary aspirations 
to build the world’s best and most dynamic economy. The two 
parties agreed that VASPs operating in/from Dubai, or wishing 
to service the emirate of Dubai require to obtain a license from 
VARA, and can be registered by default with the SCA to service 
the wider UAE. 

UAE Exempts Crypto from Value Added Tax (VAT)
The United Arab Emirates has announced an exemption for 
crypto transactions from Value-Added Tax (VAT), a move that 
could boost the country's attractiveness as a crypto hub. By 
exempting crypto transactions from VAT, the UAE aims to foster 
innovation and growth in the digital asset sector, and boost 
their proactive approach to embracing digital finance and 
positioning itself as a leader in the global crypto market.

United Arab Emirates  
The ADGM proposed 
regulatory a framework for 
Fiat referenced tokens
The ADGM published a 
consultation paper on their 
Proposed Regulatory 
Framework for the Issuance of 
Fiat Referenced Tokens (e.g., 
stablecoins). This continues 
their enhancement of 
regulatory frameworks for 
digital assets and an 
encouragement for innovation 
and new financial products 
and services. GDF's MENA 
working group responded to 
this consultation paper and is 
in support of the outcomes 
noted. Read the full GDF 
response here.

https://www.sca.gov.ae/en/media-center/news/9/9/2024/sca-and-vara-set-regulatory-framework-for-the-uaes-virtual-assets-sector-in-boost-to-the-countrys-.aspx
https://www.vatcalc.com/uae/uae-cryptocurrency-exemption/
https://adgmen.thomsonreuters.com/sites/default/files/net_file_store/Consultation_Paper_No._7_of_2024_FRTs.pdf
https://www.gdf.io/wp-content/uploads/2024/10/GDF-FSRA_ADGM_FRT-Response-30.09.24.pdf
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Quatar 
QFC and QFCRA introduce new 
regulatory frameworks for digital assets
Qatar Financial Centre (QFC) Authority and 
Qatar Financial Centre Regulatory Authority 
(QFCRA) rolled out the new QFC Digital 
Assets Framework 2024 which is in line with 
the Qatar Central Bank’s Third Financial 
Sector Strategy. The framework aims to 
establishes comprehensive legal and 
regulatory foundation for digital assets 
within the QFC, addressing key areas such 
as tokenization, smart contracts, and digital 
asset custody. The package published today 
includes: 
1. Digital Asset Regulations
2. Investment Token Rules 2024
3. Revised Non-Regulated Activities Rules 
4.User Guide
5. Guidelines

Azerbaijan 
Azerbaijan Explores Cryptocurrency Regulations 
Azerbaijan is beginning to explore regulatory 
frameworks to support and govern its use. 
Economist Vugar Bayramov highlighted that the 
Central Bank’s monetary policy includes exploring 
blockchain technology and virtual currency 
circulation. 

Putin Legalizes Crypto Mining in Russia
Russian President Vladimir Putin has signed a law
legalizing crypto mining, marking a significant shift in
the country's stance on digital assets. The Central
Bank of Russia is also pushing forward with the
digital ruble, aiming for mass implementation by July
2025. While the law facilitates crypto mining, it also
includes stringent anti-money laundering measures
to mitigate associated risks.

Russia 

https://lnkd.in/dW6iGeCX
https://lnkd.in/dzkHFTsa
https://lnkd.in/d7Ch-JmB
https://lnkd.in/d-dQby34
https://lnkd.in/dBVVuD7H
https://www.azernews.az/analysis/231117.html
https://www.cryptopolitan.com/putin-legalizes-crypto-mining-in-russia/
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Hong Kong Launches Project Ensemble Sandbox
The HKMA have also launched the Project Ensemble Sandbox to test tokenisation use cases and 
enables industry to explore the application of tokenisation in real-life business scenarios.

Hong Kong Monetary Authority (HKMA) review of virtual banks
The HKMA also released a report reviewing Virtual Banks on desired outcomes, market 
acceptance, performance, challenges and next steps. 

Hong Kong Enhances Regulatory Framework for Stablecoins
The HKMA announced plans to develop   legislation related to stablecoins within the following 
18 months.

China
China Expands AML Laws
China's Supreme People's Court and Supreme People's Procuratorate have updated the Anti-
Money Laundering (AML) laws to include virtual assets. China aims to maintain tight control over 
financial transactions and prevent the circumvention of capital controls through digital currencies.

Hong Kong

https://apps.sfc.hk/edistributionWeb/gateway/EN/news-and-announcements/news/doc?refNo=24PR140
https://www.hkma.gov.hk/media/eng/doc/key-information/press-release/2024/20240806e3a1.pdf
https://blogs.duanemorris.com/fintech/2024/08/28/hong-kong-continues-promote-a-pro-crypto-stance-with-a-new-enhanced-regulatory-framework/
https://www.theblock.co/post/312344/china-aml-crypto-money-laundering
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Japan 
Japan's FSA has expressed hesitation in 
approving cryptocurrency ETFs
The Japanese Financial Services Agency (FSA) 
is concerned about the potential risks and 
volatility associated with crypto exchange-
traded funds (ETFs). The FSA is concerned 
about the potential risks and volatility 
associated with crypto ETFs. Despite growing 
interest from investors, the regulator is taking a 
cautious approach to ensure market stability. 
This stance may delay the introduction of 
crypto ETFs in Japan.

India 
India Adjusts Regulatory Approach to Crypto
The Indian government does not plan to regulate the sale and purchase of 
cryptocurrencies. The approach is expected to foster innovation while ensuring 
consumer protection.

Hong Kong 
HKMA GenAI Sandbox
HKMA issued a circular to invite 
authorised institutions to participate in 
the Generative Artificial Intelligence 
Sandbox announced in collaboration with 
the Hong Kong Cyberport Management 
Company Limited. The Sandbox aims to 
provide a risk-controlled environment for 
AIs to develop, test, and pilot innovative 
artificial intelligence-based solutions in 
real world banking scenarios.

https://www.bloomberg.com/news/articles/2024-08-07/japan-s-top-finance-regulator-hesitant-on-crypto-etf-approvals
https://www.cryptopolitan.com/india-doesnt-intend-to-regulate-crypto-sales-and-purchases/
https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2024/20240920e1.pdf
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Cambodia 
Cambodia Launches Tourist DLT Payment 
App 
The DLT-based payment application aims 
to enhance the tourism sector's efficiency and 
security, allowing tourists to make seamless 
transactions using digital currency, reducing 
reliance on cash and improving transaction 
transparency. 

Thailand SEC launched its digital asset regulatory sandbox
The Securities and Exchange Commission (SEC), Thailand launched its digital asset regulatory sandbox 
which covers 6 types of digital asset services: (1) Exchanges; (2) Brokers; (3) Traders; (4) Fund 
Managers; (5) Consultants; (6) Custody Providers. To qualify, businesses must contribute to the 
innovative development of digital assets in the Thai capital market or participate in a pilot project 
with a financial market regulator.  Applicants must clearly define the scope of operations and 
receive outcomes within 60 days. 

Thailand 

Indonesia
Indonesia Proposes New Tax Rules
Indonesia is preparing new tax rules to 
reclassify crypto as digital financial assets 
rather than commodities. The new rules are 
expected by early 2025. 

https://www.ledgerinsights.com/cambodia-launches-bakong-tourist-dlt-payment-app/
https://www.linkedin.com/company/the-sec-thailand/
https://www.regulationasia.com/indonesias-ojk-is-preparing-new-tax-rules-for-crypto-report/
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Australia 
Australia Reviewing AML Regulations
Australia is now reviewing its AML regulations with an extension of the definition of designated 
services from the virtual assets sector, new VA definition, application of the TR and obligation for 
VASPs to take steps to identify self hosted wallets and report transactions to unverified self 
hosted wallets to Austrac. 

CBDC & Digital Money in Australia Paper
The Reserve Bank of Australia (RBA) and the Treasury have released a report on central bank 
digital currency (CBDC), concluding that there is currently no strong case for a retail CBDC in 
Australia. The report does however suggest that a wholesale CBDC could potentially enhance 
the efficiency of Australia's financial markets when combined with other forms of digital money. 

Zimbabwe 
Zimbabwe Begins to Develop Crypto Regulation
Zimbabwe is developing its first set of cryptocurrency regulations, signaling a significant shift 
in its approach to digital assets. The new regulation aims to address key issues such as 
consumer protection, anti-money laundering, and the prevention of illicit activities.

https://www.nortonrosefulbright.com/en/knowledge/publications/872116d0/amlctf-amendment-bill-and-implications-for-new-and-existing-reporting-entities
https://www.rba.gov.au/payments-and-infrastructure/central-bank-digital-currency/pdf/cbdc-and-the-future-of-digital-money-in-australia.pdf
https://techcabal.com/2024/09/10/zimbabwe-crypto-framework/
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Dominican Republic 
Dominican Republic Issues Crypto Warning
The Dominican Republic's top financial regulator 
has issued a warning about the risks associated 
with cryptocurrency investments, emphasizing 
the lack of regulatory oversight. This advisory 
aims to protect consumers from potential fraud 
and financial losses, as the crypto market remains 
highly volatile and speculative. 

El Salvador 
New Crypto Regulations Proposed
El Salvador’s President Nayib Bukele has unveiled 
a proposal to amend the Digital Assets Emission 
Law. This new initiative aims to enhance the 
country’s cryptocurrency framework by 
expanding the role of the National Digital Assets 
Commission (CNAD). 

Uruguay 
New Crypto Law in Uruguay
Uruguay passed a new law for crypto 
regulation, aiming to provide legal 
clarity and foster innovation in the 
digital asset space. The legislation 
sets out guidelines for the operation 
of crypto exchanges and service 
providers, ensuring consumer 
protection and market integrity.

Brazil 
Solana ETF Gets Greenlight
Brazil's Securities and Exchange 
Commission (CVM) has approved the 
launch of a Solana-based exchange-
traded fund (ETF). The Solana ETF 
aims to provide investors with 
exposure to the Solana blockchain.

https://cryptonews.com/news/dominican-republics-top-financial-regulator-issues-crypto-warning.htm
https://invezz.com/news/2024/08/28/el-salvadors-bukele-proposes-new-crypto-regulations-to-enhance-bitcoin-transaction-safety/
https://news.bitcoin.com/uruguay-passes-cryptocurrency-law/
https://watcher.guru/news/solana-etf-gets-green-signal-from-brazil-regulator
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Brazil 
LATAM E-commerce Giant Mercado
Libre Launches MELI Dollar Stablecoin
in Brazil
Mercado Libre, a leading e-commerce
platform in Latin America,
has launched the MELI Dollar, a
stablecoin pegged to the US dollar, in
Brazil. This stablecoin aims to facilitate
seamless transactions within Mercado
Libre's vast network, enhancing financial
inclusion and reducing currency volatility
risks. The introduction of MELI Dollar
reflects the increasing adoption of
stablecoins by major corporations to
streamline cross-border commerce and
payments. Mercado Libre’s initiative
signals a significant step towards
integrating stablecoins into mainstream
economic activities, potentially
influencing other e-commerce platforms.

United States 
U.S. Securities and Exchange Commission (SEC) 
The Securities and Exchange Commission (SEC) 
released a press release regarding the charging of 
a Crypto-Focused Advisory Firm Galois Capital for 
Custody Failures. The firm also misled investors 
about its redemption practices.  

The House Financial Services Committee 
Chairman McHenry of the House Financial 
Services Committee announced the Digital Assets, 
Financial Technology and Inclusion 
Subcommittee hearing entitled, “Decoding DeFi: 
Breaking Down the Future for Decentralized 
Finance.” The hearing took place on September 10, 
2024 at 10:00 a.m. (ET). Additional information 
regarding the hearing - including the livestream, 
committee memo, relevant legislation and witness 
list - will be updated soon following the hearing 
taking place.   

https://www.ledgerinsights.com/latam-ecommerce-giant-mercado-libre-launches-meli-dollar-stablecoin-in-brazil/
https://www.sec.gov/newsroom/press-releases/2024-111
https://financialservices.house.gov/calendar/eventsingle.aspx?EventID=409331
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United States 
IRS Shares New Crypto Tax Form
The IRS has released a new tax
form specifically for cryptocurrency
transactions and is inviting input from crypto
businesses and tax professionals to refine the
form and address any concerns. The form
aims to simplify the reporting process for
crypto investors and ensure accurate tax
compliance. This initiative reflects the IRS's
ongoing efforts to adapt to the evolving
crypto landscape and improve regulatory
clarity.

US money redefined to include crypto and 
digital
The US Department of the Treasury 
amended their definition of money as part of 
their semiannual regulatory agenda.

US SEC Puts in Place new Requirements for 
Reporting on ETFs and Mutual Funds
The SEC approved new rule changes on
Wednesday requiring mutual funds and
exchange-traded funds to report portfolio
holdings on a monthly basis rather than four
times a year, a move officials said would bring
greater transparency to investors. The
requirements would also apply to crypto ETFs.

FINRA Flags Potential Crypto Pitfalls
FINRA published an article and follow-
up update flagging potential problem areas
related to members’ dealings in crypto-assets as
part of a wider update on the supervision of
firms. The update does not introduce new
regulatory requirements or alter existing
interpretations, but it could provide some
guideance for firms implementing their
compliance procedures.

https://www.irs.gov/pub/irs-dft/f1099da--dft.pdf
https://www.lexology.com/library/detail.aspx?g=c041f0ad-af4e-44fb-86ad-6cc4a401955e
https://www.reuters.com/business/finance/us-sec-poised-require-monthly-reports-investment-fund-holdings-2024-08-28/
https://www.law360.com/securities/articles/1869562?nl_pk=ea02462d-d931-44f5-a6e7-63e26994e40b&utm_source=newsletter&utm_medium=email&utm_campaign=securities&utm_content=2024-08-14&read_main=1&nlsidx=0&nlaidx=2
https://www.finra.org/rules-guidance/guidance/crypto-assets-update
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United Kingdom 
Financial Conduct Authority (FCA)
The FCA DRCF AI and Digital Hub (the ‘Hub’) is a new
informal advice service setup by the ICO, CMA, Ofcom
and FCA, designed to support innovators with their
cross-regulatory queries. This service provides a unique
opportunity to help bring innovations to market
responsibly, faster, and with greater confidence. The
Hub will run for a one-year pilot period ending in March
2025.

Law Commission & High Court Rulings
The Law Commission published a report and draft 
bill clarifying that digital assets can be legally treated as 
personal property. The draft bill serves to reduce 
regulatory uncertainty and provide guidelines for cases 
such as insolvency/bankruptcy of digital asset holders.

Separately, the High Court also ruled that a digital 
Stablecoin constitutes personal property.

Bank of England & FCA MOU
The Bank of England (Bank) and 
Financial Conduct Authority (FCA) 
have signed a memorandum of 
understanding (MoU) to facilitate 
effective supervision and policy 
making by the authorities. The MoU 
allows for the exchange of information 
between the authorities and promotes 
efficiency by minimizing duplication of 
regulatory activities regarding FMIs. 
The Bank and FCA are also agreeing a 
separate MoU setting out how they 
intend to co-operate with each other 
in relation to the operation and 
supervision of the Digital Securities 
Sandbox (DSS). This DSS MoU will be 
published before supervision in the 
DSS commences.

https://www.fca.org.uk/about/how-we-operate/who-work-with/drcf
https://cloud-platform-e218f50a4812967ba1215eaecede923f.s3.amazonaws.com/uploads/sites/30/2024/07/Digital-assets-as-personal-property-supplemental-report-and-draft-Bill-web-version.pdf
https://cloud-platform-e218f50a4812967ba1215eaecede923f.s3.amazonaws.com/uploads/sites/30/2024/07/Digital-assets-as-personal-property-supplemental-report-and-draft-Bill-web-version.pdf
https://www.bailii.org/ew/cases/EWHC/Ch/2024/2342.html
https://www.bankofengland.co.uk/news/2024/august/boe-and-fca-mou-on-supervision-of-financial-market-infrastructures
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ESMA Delivers Opinion to Support the Convergent 
Application of MiCA
The European Securities and Markets Authority (ESMA)
published an opinion and press release addressing the
risks presented by global crypto firms seeking
authorization under the Markets in Crypto Assets (MiCA)
Regulation while keeping a substantial part of their
group activities outside the EU regulatory scope. The key
recommendations include the assessment of business
structures of global firms to ensure obligations
established in MiCA are met and a case-by-case
assessment outlining more specific requirements.

ESMA Working paper on smart contracts
ESMA also released a paper evaluating the technological
complexities and risks surrounding smart contracts as
they pertain to trends and changes in Defi that need to
be monitored.

European Union 
ECB published a paper exploring 
the unattractiveness of stablecoin 
deposits for banks
A recent paper by the European
Central Bank (ECB) examines why
stablecoin deposits may not be
attractive for traditional banks.
• The paper highlights concerns

about the stability and regulatory
compliance of stablecoins;

• it also discusses the potential
impact of stablecoins on the
banking sector's liquidity and
financial stability.

The ECB's findings could influence
future regulatory approaches to
stablecoins in the European Union

https://www.esma.europa.eu/sites/default/files/2024-07/ESMA75-453128700-1048_Opinion_on_broker_models.pdf
https://www.esma.europa.eu/press-news/esma-news/esma-delivers-opinion-global-crypto-firms-using-their-non-eu-execution-venues
https://www.esma.europa.eu/sites/default/files/2024-08/ESMA50-43599798-9913_Working_Paper_Decentralised_Finance_-_A_Categorisation_of_smart_contracts.pdf
https://www.ecb.europa.eu/pub/pdf/scpops/ecb.op353~11120d3428.en.pdf?4ee2bcd775d000115f1e3afb09111416
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European Union 
Norway: Recent Research Finds Crypto
Tax Evasion is ‘Pervasive’
Tom Meling, Magne Mostad and Vestre
released a paper just published by the
National Bureau for Economic Research.
The paper estimates that 88 per cent of
all Norwegian crypto holders fail to
declare their crypto assets to the tax
authorities.

European Banking Authority (EBA)
The European Banking Authority released
a paper on the optimal design of stablecoin
frameworks as they pertain to investors,
consumers and regulators. There is a
particular focus on transparency standards
and requirements and the incentives and
disincentives they create. This focus
intends to show how to mitigate the risk of
mass withdrawals of stablecoins so that
they can fulfil their purpose of maintaining
a value pegged to a stable fiat currency or
commodity.

https://www.securitiesdocket.com/2024/08/27/crypto-tax-evasion-is-pervasive/
https://www.eba.europa.eu/sites/default/files/2024-08/f97424df-b300-44db-95f5-57e127f86a72/Runs%20transparency%20and%20regulation-on%20the%20optimal%20design%20of%20stablecoin%20frameworks.pdf
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Why publish this paper?

Is an institutional 
validator staking ETH at 
risk of unintentionally 
facilitating illicit financial 
activity?

And many other looming questions as 
institutions engage with the PoS block-
building ecosystem



The Staking 
Ecosystem  

The value-chain of outsourced block-building on 
Ethereum via MEV-Boost

● Searchers 

use bots and algorithms to 
identify transactions that could 
yield MEV. They create bundles
— ordered sets of transactions

● Block Builders  

creates most profitable block
from public transactions, 
private transactions, and 
bundles received from 
searchers

● Relays   

gather blocks received from 
Builders and share the 
most profitable blocks
with Validators

● MEV Boost   

enables validators 
to source blocks
from a marketplace 
of builders

● Validators   

propose 
new blocks
to the network



● Technical staking - Participants stake their own ETH
● Staking-as-a-service (Staas) - Service providers manage 

technical aspects of staking for clients 
● Pooled/delegated staking - Stake is delegated to a third party, 

non-custodial in traditional sense, but slashing risk is present
● Centralised/custodial staking - Assets are entrusted to a third 

party who stake funds on behalf of clients
● Liquid staking - Staked assets are tokenised

Generally - more centralised = higher regulatory risk

Staking - the different flavours



Staking - state of 
regulation and 
enforcement
● All regulators are thinking about these 

questions - led by IOSCO
● Focus on custodied and intermediated 

solutions
● Staking specific regimes in Dubai, Bahamas, 

Switzerland
● Incoming consultations/policy papers in the 

UK, Europe, and other juris.
● Noteworthy enforcement action: DoJ’s first 

pre-chain action in May 2024



Validators’ 
Illicit Finance Risk

The block building process exposes 
Institutional Validators to two types 
of illicit finance risk:

1
2 Native 

Onchain Threats
Hacks, exploits and toxic MEV

Legacy 
Compliance Risks
AML, CFT, Sanctions, CSAM risk



Risks & 
Challenges in 
Block-building

The block-building process 
exposes Validators to risks that 
can be considered within the 
framework of:

1
2 Who builds 

your blocks?
From whom do you directly 
receive your rewards? 

What’s in 
your blocks?
What are the sources of 
your rewards? 



Hack

What is in your Block?
What are the sources of 
your rewards? 

Transaction 1
Clean

Transaction …
Clean

Transaction 128 
OFAC SDN List Entity

Transaction …
Clean

Transaction XXX 
Exploit

Validated
Block:



Who Builds 
Your Blocks?
From whom do you directly receive your 
rewards? 

Validators receive block rewards directly from 
Builders. 

Limited visibility into Builder’s policies, business 
practices, and in most cases, identity. 

Validators only have the ability to dictate which 
Relay(s) they connect to, not which Builders. 



● On July 30th, 2023 several Curve liquidity pools were 
exploited, causing the incorrect calculation of balances 
in token pairs that were designed to trade 1:1.

● Inaccurate token prices created artificial arbitrage 
opportunities that MEV bots competed to capture.

● One MEV searcher paid 570 ETH (~$1M) to a Validator 
to be the first to trade on these imbalances.

CASE STUDY

Solidus Staking Guard helps to 
determine that the large MEV payment 
was made to profit from the Curve 
exploit, constituting illicit enrichment. 



Risky Blocks

General

● 150,474 - total number of blocks over time 
period

● 11,337 - number of unique risky blocks 
● 7.53% - percentage of risky blocks

Category 
Count Percentage

OFAC Sanctioned Entity
2,923 21.94%

Sanctioned Country [Exchange / Financial Service] 8,456
63.46%

OFAC SDN List
1,939 14.55%

CSAM
0 0.00%

Criminal Activity

Month to Date



Risk Mitigation in the 
Market Today

Limited to excluding transactions involving 
direct addresses on the OFAC SDN list. 

Only four out of the nine existing Relays aim to 
prevent inclusion of these transactions, while 
the remaining Relays do not seek to mitigate 
this risk. 

Eden

Bloxroute (Regulated)

Bloxroute (Max Profit)

Flashbots

Ultra Sound

Aestaus

Agnostic Gnosis

ManifoldFilters out OFAC SDN list (Direct addresses only)

No filtering



● Large spike in flagged transactions June 14-16 from our 
average of ~300. 

● June 14 = 2,502 flagged txns
● June 15 = 14,172 flagged txns
● June 16 = 14,540 flagged txns

● Majority of flagged txns involved two addresses
○ 0x6bD…A19
○ 0xf46…9C1

● Both addresses belong to Nobitex Exchange in Iran

CASE STUDY - NOBITEX

TAKEAWAY

These addresses are not on the OFAC SDN list 
and would not have been filtered out by any 
block-building solution in the market

Total Nobitex Stats over those 3 days:

Txns: 29,892
Unique Blocks: 6,707

31.05% of blocks on ethereum from June 14 - 16 
contained at least one transaction directly related 
to Nobitex Exchange



Case Study: COMPLIANT RELAY

Example Block: OFAC SDN Address

Block Number: 18,303,349

Builder: Blockbeelder

Relay: BloXroute Regulated

Transaction Hash: 
0xdc7b6b12d7921278ed0a360466dccc65b9e650fc4e27d5434b9e4630d35877fb

OFAC SDN Address: 
0xd90e2f925DA726b50C4Ed8D0Fb90Ad053324F31b (Tornado Cash)



Staking Guard



Solidus Labs 
Staking Guard 
Solution

Solidus Builder & Solidus Relay

Bespoke Builder enhanced with Solidus’ 
protection logic

Insulated MEV-Boost Relay that accepts block 
proposals solely from the Solidus Builder

Protection Logic
Robust, high-performance, low-latency filtering 
engine

Trailblazing onchain threats remediation without 
censorship to protect against illicit enrichment 

Reporting Tools
Reports displaying all transactions 
included within your proposed blocks

Monthly risk summary, broken down by category

An opt-in solution, Staking Guard 
directly provides compliant, yet 
competitive, blocks to Validators, 
establishing the necessary 
safeguards for long-term institutional 
participation while also acting as a 
net-benefit to the ecosystem.



Performance Metrics:
Median Block Reward
957 Blocks≈

Staking Guard
Performance

Median Market 
Performance

.05505
ETH 

.06451
ETH 

Market: 
mevboost.pics
Staking Guard Builder : https://solidus.titanrelay.xyz/

Sources:

Staking Guard's 
Performance: In Line 
With The Market 

*Market average block reward delivered 
to validators across the same time period

http://mevboost.pics
https://solidus.titanrelay.xyz/


0.55%
Block: Date:
18,977,781 2024-01-10
19,126,789 2024-01-31

Start:
End:

Excluding Legacy 
Illicit Finance Risk 
Has No Material 
Impact on Rewards

0.00%
Rewards Variance - Max Reward 

(Solidus 279.01204 <> Titan 279.01204) 

Rewards Variance - Average Reward
(Solidus 0.07601 <> Titan 0.07643)



Big Philosophical 
Questions

● The big base layer neutrality questions
● Is choosing not to include a transaction 

censorship?
● How can the industry get ahead of 

debilitating regulation?
● Comparisons to the internet, the millenium 

act and what can this mean in a web3 
world?

● Tools are one thing - what about 
standards?



Digital Finance Forum
Feature Presentation - Preparing for the 
Implementation of MiCA Sustainability 
Disclosures



MiCA sustainability 
compliance for CASPs

Kirsteen Harrison, Sustainability Director
Website: zumo.tech

An introduc+on

https://zumo.tech/


Agenda

• What is the MiCA sustainability disclosure requirement for CASPs?
• Who has to comply?
• When does the requirement go into effect?
• How should requirements be addressed?



The what



The who

EU footprint? MiCA qualifying 
cryptoasset service?

MiCA qualifying 
cryptoasset?

1 2 3



The when

30 December 2024
MiCA Title V enters application
This include the CASP obligation to be compliant 
with sustainability disclosure requirements

1 July 2026
MiCA transitional phase ends 
All cryptoasset service providers requiring MiCA 
authorisation must be authorised and compliant 
from this date.



The how
Reporting requirements

Publicly available on CASP website

Free of charge, downloadable, 
reviewed/updated at least annually

To allow public comparison of sustainability 
indicators for all serviced assets

To apply methodologies that are rigorous, capable 
of validation and applied continuously

To include cited data sources, legal entity identifier 
and descriptive information



The how
Asset/service distinctions



The how
Data sources



Find out more

Web: zumo.tech/mica-
compliant-sustainability-
disclosure/

Email: hello@zumo.tech



Digital Finance Forum
Fireside Chat – Travel Rule Update 
with GDF Board Advisor Malcolm 
Wright
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Malcom Wright – GDF Board Advisor
Listen here to the full fireside chat here where Malcolm and Elise discuss the latest on the 
Financial Action Task Force’s  (FATF’s) Travel Rule including how firms should prepare, what the 
most pressing issues are for interoperability and compatibility, as well as some upcoming next 
steps for how industry can work together to meet Travel Rule Requirements.

Fireside Chat 

https://www.gdf.io/working-group/digital-finance-forum/
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